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[ ) deny

[ ) ip access-group
(] ip access-list

(] permit

° show ip access-list
1.1.1 deny

FE 1P 7 1) 51| 2 E B AR b o] Y b iy & BE B 25 B, AN IP 15 1] 513 i ER deny A
W, fE 2 HTIN no A4 .

deny source [source-mask]

no deny source [source-mask]

deny protocol source source-mask destination destination-mask [tos tos]

no deny protocol source source-mask destination destination-mask [tos tos]

X EER I RSP ICMP) , tH AT DA DLF A1)k

deny icmp source source-mask destination destination-mask [icmp-type] [tos tos]
T Internet LA FR ML (IGMP), ] LU FH LA T F)35::

deny igmp source source-mask destination destination-mask [igmp-type] [tos tos]
XFF TCP, ] A BAR )9

deny tcp source source-mask [operator port] destination destination-mask [operator
port ] [tos tos]

X TR (UDP), ] LA A LA Ak

deny udp source source-mask [operator port] destination destination-mask [operator
port] [tos tos]
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ip access-list standard filter
deny 192.168.5.0 255.255.255.0
ER:
IP i5[EIZREA—MRERY deny IMILEER,
PSS

ip access-group
ip access-list
permit

show ip access-list
1.1.2 ip access-group

N T YT —AMZ O, {52 ip access-group 2 HFCE T4 . 4 1 MIBRIXANEE K15 1)
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ip access-group {access-list-name}

no ip access-group {access-list-name}
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NEIFE ORI 10 #1513 filter:

interface g0/10
ip access-group filter

XL

ip access-list

show ip access-list
1.1.3 ip access-list

a5, BEARIP ViR ZIRECE R . AERCIRAS T AT A AT B U i KU . i
4 exit iR [A[ g EARES -

i no BIEE, MER IP U5 in) 31 3%
ip access-list {standard | extended} name

no ip access-list {standard | extended} name
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ip access-list standard filter
deny 192.168.1.0 255.255.255.0
permit any

AXaL
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deny
ip access-group
permit

show ip access-list
permit

FE 1Py I 51 FR e B AR b ) i Tt dir & B0 & SCVFRLN, AN 1P U5 i 1R bR permit
RN, FEa2HTIN no HITZE.

permit source [source-mask]

no permit source [source-mask]

permit protocol source source-mask destination destination-mask [tos tos]

no permit protocol source source-mask destination destination-mask [tos tos]

X F BB R RSO (ICMP), i a] R DL )i

permit icmp source source-mask destination destination-mask [icmp-type] [tos tos]
%P Internet 415 BE ML (IGMP), AT LAd B DL A) ik

permit igmp source source-mask destination destination-mask [igmp-type] [tos tos]
X§F TOP, A LA I LR fik:

permit tcp source source-mask [operator port] destination destination-mask
[operator port ] [tos tos]

ST EHE IR B (UDP) , W] BAAE A DA R AJvk:

permit udp source source-mask [operator port [port]] destination destination-mask
[tos tos]
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ip access-list standard filter
permit 192.168.5.0 255.255.255.0

EE:

IP i7iRZRE—MREHT deny HINIEEER.

AXaS

deny
ip access-group
ip access-list

show ip access-list

1.1.5 show ip access-list

LR RMETN 1P Ui 53RN %, £ show ip access-list fi7 4.

show ip access-list[access-list-name]
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show ip access-list i & SR VFRTE E —MREE V7 1] 712
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PAF 2 AR € 4 5 show ip access-list 2 (17451 fin -

Switch# show ip access-list

ip access-list standard aaa
permit 192.2.2.1

permit 192.3.3.0 255.255.255.0
ip access-list extended bbb
permit tcp any any eq 25
permit ip any any

LT 2 55 Ui i & 44 1, show ip access-list iy )7 il i -
ip access-list extended bbb

permit tcp any any eq 25
permit ip any any
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